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CALL FOR EXPRESSION OF INTEREST

PMN33469B7K-01nN

The Research Committee of the University of Western Macedonia, in the framework «AI4CYBER - project
101070450», funded by the European Commission under Horizon Europe Framework Programme (HORIZON) and
coordinated by the Assistant Professor Sarigiannidis Panagiotis at the Department of Electrical and Computer Engineering

Department,

invites

call for expressions of interest to submit proposals for the conclusion of a project lease agreement with one
(1) researcher. The contract may be extended in case of extension of the project, until its new end date and
within the approved limits of its budget, in accordance with the provisions of Law 4957/2022 (F.E.K. Issue A'

141/21.07. 2022.

1. AvTikeipevo £pyou
The researcher will participate in tasks included in work packages mentioned below:
WP1: Project Management
Task 1.1 Project Coordination & Financial Administration
Task 1.2 Project Quality Assurance & Risk Management
Task 1.3 Technical, Scientific and Innovation Management
Task 1.4 Ethics, Privacy, Data management and open data pools
WP2: Use case Requirements, AI4CYBER Framework Architecture and Continuous Integration
Task 2.1 Use cases Design, Requirements, Evaluation methodology and KPIs
Task 2.2 AI4CYBER Framework System Requirements and Architecture
Task 2.3 AI4CYBER Framework Continuous Integration
WP3: Al-driven Preparedness for Robustness
Task 3.1 Al-driven self-testing and automatic error correction
Task 3.2 Al-enhanced Vulnerability identification
Task 3.3 Simulation of advanced and AI-powered attacks
Task 3.4 Al-enhanced Cyber Threat Intelligence of Adversarial Al
WP4: Smart Detection of advanced and AI-powered attacks to ensure Resilience
Task 4.1 Deep Anomaly Detection
Task 4.2 Federated Learning-enhanced Detection
Task 4.3 Root Cause Analysis and Alert Triage
WP5: Autonomous Response - Defence strategy optimization and SOAR
Task 5.1 Autonomy and Optimization of Response Adaptation
Task 5.2 Automatic Orchestration and Adaptation of combined responses
Task 5.3 Smart Deception and Honeynets
Task 5.4 Information Sharing with privacy and confidentiality
WP6: Trustworthiness of AI4CYBER services
Task 6.1 XAI of AI4CYBER services
Task 6.2 Fairness and Ethics of AI4CYBER services
Task 6.3 Security of AI4CYBER services
WP7: Demonstration in Use Cases
Task 7.2 Implementation of Demonstrators
Task 7.3 Demonstration Analysis and Lesson Learnt

This project has received funding from the Horizon Europe Framework Programme (HORIZON)

No 101070455

R Funded by
Ll the European Union


mailto:agaleridou@uowm.gr

WP8: Dissemination, Communication and Exploitation
Task 8.1 Dissemination

Task 8.2 Communication

Task 8.3 Networking and Clustering

Task 8.4 ExploitationTask 8.1 Dissemination

Task 8.3 Networking and Clustering

Task 8.4 Exploitation

2. Duration
The estimated duration is defined from the signing of the contract with the completion of the selection process until
31/08/2025.

3. Place of Employment
The premises of the University of Western Macedonia in the city of Kozani are defined as the place of employment.

4. Amount of remuneration
The total estimated amount for the execution of the project is estimated at €20.000,00 including legal deductions.

5. Required Qualifications
1. University Diploma of Electrical Engineering or Computer Engineering or equivalent
2. Knowledge of the English language (C1 level)
3. Work experience in data processing and/or generation by utilizing machine learning techniques

6. Additional Qualifications
1. Publications in scientific journals related to the design and support of software applications, analysis and
processing of images & data through machine learning techniques
2. Conference presentations related to application design and support, image & data analysis and processing
through machine learning techniques
3. Knowledge of tools for developing applications using the Python programming language
Note: Knowledge is documented with a relevant certificate or with a relevant diploma thesis or with relevant courses
of the study cycle (detailed score and if the correlation is not immediately apparent from the title of the course, the
detailed score should also be accompanied by the description of the course in the Study Guide).
4.  Knowledge of a 2nd language of the European Union

7. Qualifications Assessment

Qualification Credits Max Credits

AnapaitnTa NMpoodvra - KpiTnpia

1 University Diploma of Electrical Engineering or Computer Engineering or equivalent Nai / 'Ox Nai / Oxi
2 Knowledge of the English language (C1 level) Nai / 'Oxi Nai / 'Oxi
Work experience in data processing and/or generation by utilizing machine learning , .
3 techniques Nai / 'Oxi Nai / 'Oxi
Additional Qualifications
Publications in scientific journals related to the design and support of software 40 (avé
1 applications, analysis and processing of images & data through machine learning 5 . 240
techniques nuoaieuon)
2 Conference presentations related to application design and support, image & data 15 (ava 90
analysis and processing through machine learning techniques avakoivwaon)
Knowledge of tools for developing applications using the Python programming
language
3 Note: Knowledge is documented with a relevant certificate or with a relevant (Me TNV KAipaka 10
diploma thesis or with relevant courses of the study cycle (detailed score and if the Tou 10)
correlation is not immediately apparent from the title of the course, the detailed
score should also be accompanied by the description of the course in the Study
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Guide).

Knowledge of a 2nd language of the European Union (C2 level) 70
Knowledge of a 2nd language of the European Union (C1 level) 50 70
Knowledge of a 2nd language of the European Union (B2 level) 30

Total Score 410

The counting of grading units is carried out for those qualifications, which refer to the desired
qualifications-criteria of the invitation and are objectively relevant to the requirements of the project.

8. Proposal Submission Process

Proposals and required documents should be submitted via e-mail to rc-proskliseis@uowm.gr no later than
15.12.2024 at 2:00 p.m (14:00). Proposals will be attributed a reference number from the Research
Committee UOWM.

Each candidate states in the email as the subject: "Submission of proposal for call for expression of interest
(Invitation number)/2024".

Three files in (pdf) format are sent as attachments to the e-mail message:

o the proposal (attached as a separate file to the RC UOWM website http://rc.uowm.gr/) filled, which must
be digitally signed either through the gov.gr application "Digital Document Certification" (available at
https ://www.gov.gr/ipiresies/polites-kai-kathemerinoteta/psephiaka-eggrapha-gov-gr/psephiake-
bebaiose-eggraphou) or through an approved electronic signature of the candidate

o self - declaration of article 8 of Law 1599/1986 in which it is declared that the candidate meets the
conditions for participation in this invitation and the files he/she provides are copies of the originals in
his/her possession, while the content of these is true and accurate. The self- declaration must either be
signed with an approved electronic signature of the candidate, or issued through the gov.gr service
(https://www.gov.gr/ipiresies/polites-kai-kathemerinoteta/psephiaka-eggrapha-gov-gr/ekdose-
upeuthunes-deloses)

o a single file which includes a detailed CV of the candidate, copies of diplomas, supporting documents,
certificates, letters of recommendation and anything else deemed appropriate during the evaluation of the
candidates to prove their qualifications in accordance with the required criteria - qualifications in this call.
The email is sent exclusively from the email of the candidate that has been declared as a contact information
both in the proposal and in the responsible declaration sent.

9. Required Documents
1. Submission of Proposal - Statement (attached as a separate file to the RC UOWM website
http://rc.uowm.gr/ , see appendix)
2. Proof of experience, if required (attached as a separate file to the RC UOWM website
http://rc.uowm.gr/ , see appendix)
3. Detailed Curriculum Vitae
4. Copies of the Degrees
5. Copies of certificates, as well as any other document that will certify the information mentioned in
the CV and which are related to the Required or Additional qualifications-criteria of this call for
expression of interest.
6. Self- declaration of article 8 of Law 1599/1986 in which it is declared that the candidate meets the
conditions for participation in this call and the files he/she sends are copies of the originals in his/her
possession, while the content of these are true and accurate.

10. Detailed information on the supporting documents proving experience:
For public and private sector employees
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e Certificate from the relevant insurance institution, from which the duration of the insurance can be
obtained and/or
e Legal supporting documents from which the subject of the employment and the type of experience
or the status of the employee can be obtained (employment contract and/or recruitment, and/or
employer's certificate with the description of the duties. In the case of an objective inability to
present the Employer's certificate alone, a self- declaration (article 8 of Law 1599/1986) of the
Candidate will be accepted, in which his/her duties will be described. The aforementioned inability to
present the Employer's Certificate will be described by the Candidate in the Self- Declaration that he
/she will submit. The above documents will state exactly the duration and type of experience
requested by the call as well as the details of the employer, e.g. natural person or business name if
it is a legal entity or other certification etc.
Employees of the public sector can, alternatively, instead of the certificate of the insurance institution,
present a certificate of the relevant public sector institution, from which the duration and the subject of the
experience can be deduced. For other freelancers

¢ Certificate from the relevant insurance institution, stating the duration of the insurance and/or
e Legal supporting documents (contracts and/or invoices for the provision of services and/or start of
activity and/or employer's certificate or other certificate, from which the duration of insurance for
the type of experience requested by the call can be obtained.
It is clarified that the evidence of the qualifications of the interested parties should be legible copies of the
original documents, in accordance with the provision of article 1 of Law 4250/14 and that the RC may carry
out a sample check of them in accordance with paragraph 2b of article 1 of Law 4250/14.

As experience taken into account, it is persumed the employment acquired under an employment contract or
under a project lease contract in the public or private sector in tasks or projects, identical or related to those
mentioned in this call, as they are mentioned in this call, after obtaining of the basic degree with which
he participates in the competitive process and under the conditions detailed below.

In case the candidate's experience in research projects or programs is required, this experience is proven
with the following supporting documents:

o Certificate of the Scientific Responsible of the project, which will state the research project participated in,
the subject of the research and the time of the candidate's participation or/and

o Certificate from the Head of the Financial and Administrative Support Unit of ELKE or the President of the
Research Committee stating the title and duration of the research project or program, the time of the
candidate's participation and the contractual relationship the candidate had with the Institution (fixed-term
or project work contract).

Experience that may be invoked by the candidate and does not result from the required supporting
documents, as defined above, will not be taken into account.

11. Evaluation Procedure

e Submitted proposals will be evaluated by a three-member Evaluation Committee based on the
requirements/provisions of the call.

e The Evaluation Committee receives the proposals that will have been submitted in the context of this
invitation from the Procurement and Tenders Department of ELKE and proceeds with their
evaluation.

e The Committee rejects the late submission proposals, as well as the proposals of candidates who do
not meet one or more formal qualifications necessary for their participation in this call.

e The Committee evaluates the candidates based on their CVs, undergraduate and postgraduate
degrees, grades, knowledge of foreign languages, experience, additional qualifications and other
relevant activities, according to the table above and then calls the candidates to an interview (if
provided for).

e In the event that the evaluation process provides for an interview and the candidate does not attend
the interview, he is rejected and cannot be further evaluated by the Evaluation Committee.
Candidates will be notified of the date and time of the interview by sending an e-mail to them, to
the e-mail they have indicated as contact details in the proposal they will submit (for this reason, all
candidates to state their contact details correctly and legibly). The date and time of the interview is
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determined by the members of the Evaluation Committee, it is mandatory for the candidates and
cannot be changed. It is noted that the interview process can also be done by electronic means.

e The responsibility for conducting the interviews rests with the three-member competent Evaluation Committee
appointed by decision of the Research Committee

e The time and place/venue of the interviews will be announced to those interested who meet the
necessary formal qualifications through the website of the Research Committee
(http://rc.uowm.gr/).

e Based on the evaluation of the candidates, the Evaluation Committee prepares the evaluation
proposal and submits it for approval by the UOWM Research Committee.

e ELKE PDM compiles and publishes in Diaygeia and the website of the Research Committee https://rc.uowm.gr/
the ranking tables of accepted and rejected candidates

e The Candidate who wishes to submit an objection regarding the result (decision of acceptance of
results) is entitled by sending an e-mail to the email address rc-proskliseis@uowm.gr within 5
calendar days from the day following the date of posting of the decision of acceptance of results in
Diavgeia and on the website of ELKE PDM. The candidate has the obligation to be informed about
the posting of the results from the website of the Research Committee rc.uowm.gr as well as from
Diavgeia (Organization: University of Western Macedonia, Org. Unit: Special Account for Research
Funds, Type: Tables of Winners, Appointees & Runners-up).

12. Processing of Personal Data

The Special Account for Research Funds of the University of Western Macedonia will process, as a data
controller, the personal data included in the above documents supporting the participation of interested
parties in this call and those provided directly by the interested party in the context of any personal
interview, with the purpose of examining the submitted proposal by the competent evaluation committee,
ranking the results in a relevant table and posting the ranking table on the Internet for reasons of
transparency and accountability (DIAYGEIA Program and ELKE website), evaluating any objection by the
competent Committee Research and the conclusion of a contract with the appropriate interested party, in
accordance with the terms herein. The legal basis for the processing is paragraph 1 point b of article 6 of
Regulation (EU) 2016/679 (taking measures before entering into a contract and, in case of conclusion,
performance of the contract) and paragraph 1 point e of the same article and Article 5 of Law 4624/2019
(fulfilment of a duty performed in the public interest or in the exercise of public authority) and, for posting
the results on the Internet, the legal basis is paragraph 1 point c of Article 6 of the Regulation (EU )
2016/679 (compliance with legal obligation). The personal data will be transmitted to the relevant funding
body (e.g. NSRF, European Union, etc.), to the authorities or services responsible for the management and
control of the process and may be transmitted to co-applicants having a superior legal interest in this
regard, upon their written request. Without prejudice to more specific provisions or legal claims, the data of
rejected candidates will be stored for a period of up to six months from the end of the contracting process.
The interested parties have the right to access their data, to correct inaccurate or complete incomplete
data, to delete the data if they are no longer necessary in relation to the purposes for which they were
collected or otherwise processed or if they object to the processing if there are no compelling reasons and
legitimate grounds for processing, and restriction of processing. For any issue related to the processing of
personal data, anyone interested can contact the Data Protection Officer, Mr. Dionysios Kalogeras, by
contacting the email address dpo@uowm.gr . In the event that the interested party considers that the
protection of his / her personal data is affected in any way, he/she can appeal to the Personal Data
Protection Authority (www.dpa.gr ).

13. Right of Access to Documents
During the objection period according to the above, the candidates have the right to access the supporting
documents of other candidates, upon their written request and only if their request is absolutely necessary
for the legal interest (unsuccessful candidates or candidates which they consider to have been injusticed).

14. Other Conditions
1. From all the proposals submitted according to the above specifications, the one that best meets the
project’s requirements will be selected and awarded a work contract on the basis of contractual freedom.
2. Only proposals / objections that will be received by the set date and time will be considered. ELKE UOWM
bears no responsibility for the content of the candidacy files that will be sent.
3. Changes to the proposals (replacements, corrections or submission of additional documents) are not
allowed after the expiration of the deadline. During the process of evaluating the proposals, the Evaluation
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Committee, respecting the principles of equal treatment and transparency, may ask the candidates to
submit, complete or clarify the information of their proposals.

4. Any diplomas of higher education (undergraduate, postgraduate and doctoral) which are included in the
Required or Additional Qualification and have been awarded by institutions abroad, must be accompanied by
certificates of recognition by the Hellenic National Academic Recognition and Information Center (Hellenic
NARIC). In addition, when the call for expression of interest stipulates a grading/points scale of the degree,
it is required to submit a certificate of the equivalent degree grade issued by NARIC. In the case that, all
certificates for the recognition of a degree are provided but the certificate of the equivalent degree grade by
NARIC is not submitted, the candidate's proposal will be accepted but no points for the degree will be
awarded.

5. It is pointed out that the procedure for submitting proposals for the conclusion of a project lease contract
is not competitive, while the selection of a contractor has the character of accepting the proposal and not
"recruitment”. The evaluation process will be completed by compiling a ranking list, (No ranking list is
required when only one proposal has been submitted or when only one proposal has been graded) while
those selected will be notified individually. In case of a tie, the proposal of the interested person is selected
in order a) with the longest experience, b) with the highest bachelor’s degree mark. c) with the highest
postgraduate degree mark.

6. Any submitted proposal that does not meet the Required criteria of the call of the expression of interest
will not be examined any further and will be automatically rejected.

7. Throughout the duration of the project, it is possible that the selected candidate(s) may be replaced, if
necessary, by other candidate(s) of the present call and in accordance with the ranking list.

8. ELKE UOWM does not undertake any commitment to conclude a contract, as it is left to its full discretion
to conclude or not contracts, as well as their number, excluding any claim of the interested parties.

9. The project assignment will take place in accordance with the provisions of the Program Implementation
Guide.

10. For candidates, language knowledge shall be certified according to Article 1 of Presidential Decree
146/2007 " Amendment of provisions of Presidential Decree 50/2001 Defining qualifications for the
appointments of posts in the public sector" (Government Gazette 185/3.8.2007/Issue A’), in conjunction with
the last passage of paragraph 1 of Article 1 of the Presidential Decree 116/2006 "Amendment of Article 28 of
Presidential Decree 50/2001" (Government Gazette 115/9.6.2006/Issue A"). For foreign candidates, there
shall be equivalent language skills verification.

11. For candidates, computer skills shall be certified according to the Article 27 par.6 of Presidential Decree
50/2001"Defining qualifications for the appointments of posts in the public sector" (Government Gazette
39/5.3.2001/Issue A’, 24/30.01.2013 /Issue A" and 63/9.3.2005/Issue A").

12. It should be noted that the project assignment to candidates employed in the Public Sector, in Public and
Private Bodies, etc. is subject to the provisions of paragraph 14 of Article 12 of YAKED
110427/EYTHY1020/01.11.2016

13. Foreign documents must be accompanied by photocopies of their official translation into the Greek
language.
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